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ABOUT THIS WHITE PAPER

This white paper discusses the various reasons to archive email and other electronic content,
and it provides some guidance about how to select the appropriate archiving system that will
meet an organization’s requirements. This white paper is sponsored by Ipswitch.
Information about the company is provided at the end of this document.

Determining Your Need for Archiving

Email archiving is an efficient and cost-effective way to address the legal and regulatory
requirements of email and business data retention. Almost all organizations are required to
retain data, whether they are public companies, small organizations or government agencies,
and if they operate in certain industries. Archiving can also help companies tame email
storage growth and free IT staffs from the time-consuming task of hunting for lost or deleted
emails.

LEGAL OBLIGATIONS TO PRESERVE DATA

Email contains a growing proportion of business records that must be preserved for long
periods. Further, email is increasingly requested during discovery proceedings because of
the Federal Rules of Civil Procedure (FRCP) and related issues. As a result, it is critical that
email be made available for legal discovery purposes.

Formally enacted in 1975, the FRCP governs court procedures for civil suits filed in the US
federal courts. It states that the discovery of electronically stored information, including
email messages, instant messages, word processing files, spreadsheets, and so on, is now a
mandatory point of discussion. When subpoenaed for information, the responding party has
a maximum of 30 days to respond according to Rule 34.

The current version (2007) of the rules requires the responding party to “[... ] produce
documents as they are kept in the ordinary course of business [... ]” Rule 34: 34(b)(2)(E)(i).
This means that if the responding party uses data online and searches it electronically, they
cannot supply that data as hard copy. The amendment also requires opposing parties to
discuss e-discovery issues within 120 days of a lawsuit's filing.

When a hold on data is required, it is imperative that an organization immediately be able to
begin preserving all relevant data, such as all email sent from senior managers to specific
individuals or clients. An archiving system allows organizations to immediately place a hold
on data when requested by a court or on the advice of legal counsel.

If an organization is not able to adequately place a hold on data when required, it can
encounter a variety of serious consequences, ranging from embarrassment to serious legal
sanctions or fines. Litigants that fail to preserve email properly are subject to a wide variety
of consequences, including brand damage, additional costs for third-parties to review or
search for data, court sanctions, directed verdicts or instructions to a jury that it can view a
defendant’s failure to produce data as evidence of culpability.

©2009 Osterman Research, Inc. 2
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I"H$%& () $S H S VH(+HS%, - #, "#.ISH&*- Y0, *VHO(%% 1+-0, .- (+"#.((H#- H-"H-Yo&(*., + #2(*HO(%&, +-$"#
(H3S#,3'SH. (HS4.*,0.H#31"-+$""#-+.$"-5S+0SH2*(YoH$% - #%$"" 5" 6##7 (Yo$#,*0/-8-+5#")".$%"#
$+,3'$H01". (%S #(#91-0:)# (0, $#SY, - "#1&H. (#,<H)$, * " #('=#,+=#$4 * 0 #-+2 ("%, .- (+>#" 10/#,"#
SSH-=$+ .- )HHL"$* PHS%, - HO (S &(+=S+. "B +=H@/, H-+2(* %0, .-(+H#&,""S=H3$. @ $S+H#./$Y0 61
Al-"#HO(L'=#3$#1"$21'>H2(*#3$4,%&'S>H@/$+# #+3@#3% &' () $$#-"#*$91-*$=#.(#.*,0$#3,0:#
O(**$"&(+=$+0S#3$. @ $$+#/-"H(*#I$*H&*$=$0$"" (*#,+=# #01".(Yo$*6HAIS*$#, *$#," (#
"(&)-".-0,.$=#.(("#.1, #0,+#H&S$*2(*%#,1.(%, $=>#' *5$B0, $#*$.*-$8, '#, +=#*-5 (*(1"#BS&./#

+)"-"H (24, *0/-83=H#0(+.$+.6

#

B27A7:9.%.9=&C9.D%E&.%9@%A2;

C,H)H#(*5,+-D,.~(+"#9%0, S+ (#.* = ~(+," WH-+0'1=SHSY0, - H#-+1.I$-H=-" " $*#*$0(8$*)#&', +"#
3$0,1"$#./$)#3$-$8$H- #-"t.(HSA&S+"-8SH(*#3$0, 1"$#./$)#=-=+E #O(+"-=$*#$%, - #.(#3S#Y%o-""- (+1
0%-.-0,'6HHF 1 #@-.[#S%& () $S"#*$') -+ 5H(+1S%, - #,"#.IS-*H&*-%, *)#2 (*Yott(2#0(% %1 +-0, .- (+#, +=#
SSFHE*-% F)H2-'$H.* &(* #%B0/,+-"%>HS+, 3'-+5H#@ (*: $*"#.(#91-0:")#,+=#$22-0-$+.#5,-+#
008" #.(#./$-*#3%,-'#,*0/-8%"#,+=t.(#*$" 1% $#0(% %1 +-0,.-(+"#@- JHO'-$+."#,2.$*# +#

-+ .$**1&.-(+H#-"#-% & (*., 6

#

AIS*$H-"# #5*(@-+5H#% (8S% S+ #(2#8S+=(*"#(22$*-+5#0(+.-+1(1"#=,. #&*(.$0.-(+#GHMIK>
*$2$F = (#,"#O(+.-+1(1"#3,0: 1&H#(*#*B:%$#3,0: 1&6##HII#,1.(%,.-0,")#" 85" #,#0(&)#(2#
$8F*)HO/, +5$H#Y, =St (#.ISH#=, ., >#,"(@-+5#,=%0-+-"* . (*"#.(#*$"."SH#=, . #.(#,+ JH&(-+ H#-+#.-%$6#
AISHO! +5$H#-"H0,&. 1¥$=#.(#,#"$&,*, $#".(* 5S#'(0, - (+#, +=#./$*$# *$B2S*$+ #%S$./ (="#(2#
0,&.1*-+5#0/,+5$"#=$&$+=-+5H#(+#01".(%$*#+$$="64##HIJ#,"(@"#01".(%$*"#.(#8&*(.$0.4,5,-+" #
=, HO(**1&.~(+#3$0, 1"$tt- #*$". (*$"#, #&*$8-(1">#1+0(** 1 & $=H#8S*"-(+#(2#./%H=,.,6

#

#

>0,(%,*)%(0)%=F-)GH)-/)'%FI%8F (%A*/0JKdLM

I"H@S"H, HISH - @ (-+5H'S5, HO, S H, A= H IS L -+ 5H#=,%, 5. (#,#31"-+$ " PH SR, .- (+>#
31"-+$"H#'S, =" #,+=#,1=-.(*"#0,+#3$H2-+$=#, +=L (*#2,0$# #&*-"(+#"$+.$+ OB E*-(+0S#
(2#*$51",.(*)#*1'$"&

%

A8%28A52:2:DUAD7ED0&5;2<A:2&8%

AISHMNHI#-"#31 #(+$#$4, % & T@HO (%8, +-$"#O(1'=#2,"#,2(1'#(2#*$51",.-(+"6H#H#AISHMNHI#
=($"H+ (S AU S5 (21 .- YoSH2 (H&*F"$*8, .- (+#(2#=, ., 6##O*5 +-D, .-(+"#0, +#0(+.-+ 1$#.(#
=$'S. SHSO(*="tt-+1./$H+ ("%, HO(L*"$H(2#31"-+$"">HIL H(+ )./ ("SH@ - (S (#°$.$+.-(+#
&(-0)#,*$SH@ S H&((+S=#HE(#./*(15/#'- -5, .-(+1@-.[to-+-% = Y% 5S6##+#(*5,+-D, .-(+#
@-./(LHO(/$*$+ #&*$"$*8, - (+#&(-0-$"HO(1'=H2-+=#-."$'2#8&,)-+5#%, P (*#&S+, .-$"#=1*-+5#./$#
=-"0(8$*)#&* (03" #-2#- #&*(Yo-"$"#. (H&*(=10$#=, . #.1, . #- #', $*#=-"0(8$*"#@ ,"#,*$,=)#=$"#4) $=6
Q%,-'#,%0/-8-+5>#, % (+5H#(./$*#./-+5">H#$'&"#(*5,+-D, .- (+"#.(H2(01"#(+#=$8%' (&-+5#=,. . #
*$.$+.-(+#&(-0-$'6

#

A>T762.7%A.9%C9.D%INO9872C9%:&%ABB.977

R-".()#, " #[(@+#.1, #,@"1-."#-+8('8-+5#=,. #*$.$+.-(+#,2230.#0(% &, +-$"#(2#,"#"-D$"#,+=#

1, HO(%&, +-$"H@-IH&((*H=,. #*$.$+.-(+#&(-0-$ B +#8+=1*$#"$8$*$#0(+"$91$+0$"6H#A/$H#
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sample cases below illustrate that both defendants and plaintiffs could lose cases and
damage their reputations if they fail to produce data through e-discovery in a timely manner.

¥ 3242B6*(/7(890(:5-42-";(<=>/ 2=@A;(8707(B%%$)-%.)(1#2-)(C#-()"*(0#2)"*-&(B%$)-%.)(#C(D*E(
F#-6
The three-year Zubulake sexual discrimination suit is a landmark case in the United States
for its wide range of e-discovery issues. UBS was required, at its own expense, to
produce all electronic materials

relevant to the case. During the e- !"#$%&'O*#(#)%+,($)*$(-*+#."l
discovery process, it was discovered ",/%_/,,’0(1*$*(&2$2 ’$..%’(*33

that certain backup tapes were

missing and that emails had been 4%56*’"2#(%3(*__(#"72#(*’ l(

deleted. The court also found that

UBS had failed to comply with its 4%56*’"2#(+"$) (6%%&(]
own retention policy. UBS was &2%$2.$"%, (6%-"4"2#(2,
b A /00528 52##(#2/28:2(4% #28.2,4
million. ' o

¥ +"#5G$(H&G2$)-%*$(H&.(/7(92%1G%&'(15)*-%51$(1#-I7 (#C (K R@UNGKB8T 07 (B%$)-%.)(
I#2-)(C#-(P*&&$Q1/5&%5(RE$)*-&
This case is an example where the plaintiff's lawyers accidentally turned over more than
800 privileged emails when they provided the defense lawyers with copies of 78,000
emails.

¥ S*¥0)"1*Q/7 (T (U#K*(0)#-*7T1#K(H&.7;6A <A@ @M; (8707 (B%$)-%. ) (1#2-) (CH#-(D#-)"*-&(
151%C#-&%5
In describing the defendant's approach to discovery as “lackadaisical”’, the court in this
patent infringement suit found that Home Store.com failed to maintain a written
litigation hold policy when backup tapes were written over. The defendant produced
other data only when faced with possible sanctions. The judge also found the defendant
failed to preserve evidence until one year after the plaintiff filed the complaint and three
years after the defendant received a demand letter threatening litigation.

¥ V251 #KK(/7(9-#5G.#K(AL&N><?WNX;(870B(Boy (1#2-) (C#-(0#2)"*-&(!151%CH-&%5
The patent case between Qualcomm and Broadcom illustrates that plaintiffs could lose if
they fail to produce evidence in a timely manner. Qualcomm attorneys failed to hand
over data, which included 200,000 pages of emails and other correspondence, until four
months after the trial. As a result, the judge held that several Qualcomm patents should
be rendered invalid. Qualcomm was ordered to pay all of Broadcom’s litigation fees of
about $10 million.

5&6789:86587%&;%;<=26>%7&%@887?%=8><=%A&=B7

If an organization is not able to adequately place a hold on data when required, it can
encounter a variety of serious consequences, ranging from embarrassment to serious legal
sanctions or fines. Litigants that fail to preserve email properly are subject to a wide variety
of consequences, including brand damage, additional costs for third-parties to review or
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Choosing the Right Archiving Solution

I"HS&! (VS #+#,'06)-$+ . Y0+1). 1, *1$" Yo" = 0"$*/%o+1) '/ 1+$-0o+/).I'+)'#'1-$2'+ &+ [+'%ott 'O/ 3'#!
*(" g LA (H5-8"4)'6S )*-06" IO/ %")(%-56#7/5/+28

951),'3&/5"%):64./"I'$"16).*1.;'+) #1-76)" # #H2H#$;-"+&H+'+&"[. () $:#+]). /I

[ HRY NTE"-"+) + & T-$*". #.5%)1+) (6$) -0/ ;'[+,"+&"%)-$+':#2'1+/55™" 4 %[ +'/(']+'

H "I EAH &S <" OHEF2' &AL Yott-1"+) 013+ & M HH#B"9'6)) 852" # #, "
$"+".+1).'6)5/%2'%)-5*#5!)'$"1-5+'/. +&" #*0"$+".+*/19%5)!-$™) (6$/0/5";"*") $'6$) 6 $/"+#$2"
HSHBIH) &S <"1+ 6#$+286

%

567%82965:;.7%&<%¥2? @&AT7.B%C?289%D; @ECF%b;F77?
=/(+].;+83)- & THY>-6'+#6"'()$" * [1%)0"$2/1".)+').52" @6".1/0",' T-+'/+'#5])" @+$":"52"
+:"%). 1A

¥ BRSSO ] A 290) B+ & HHE T 96)- 5 T ) 0>
TS (U5) !B $H " B) Yo BI8 ) & T O I HS N BHT B L 1
HH010%).0" +) . HEHH )+ )3, 4) H.2). )+ &S + 8. +&6"$).'3&) BHT"5"
&M CHF+EH+E"S]). H2'8HO"E" (+'+8"%):61.28 '

¥ DU0/3L: .S #+).). THY>-6'+H6" 1) "H12'+#1>8"E)$" @#:65", #'%):6$"I"*FBG ?
H'+#6™%#.'&)5* |IK',/;#72+"1") (":#/5,) $#66$)@/:#+"52'IL":/55/).'6%/.+"*6#;"" (‘+"@+8

¥ B&EDMN# "1 +&H+%6):64./"I>" 6 #+#'($): O@%&H. ;" I"$0"$!, T#%6>-6'121+":1
Y+ +#6"14 ¥ 8N=B'(/5"18"B&""%6)1+) (V(+1.;'+&$)-: & +&I1': "* [HHO"$#:" ' PIKK +)’
PQ,KKK'6"$'/;#72+" ' H%%)$*/.;'+) B5/1&"'$"6)$+18"B&/'V)-5+#:)- +'+) #'l @2 *
10", F/-$"%) 1+ ()$"0" . 1 H55) S IRHH]). I+ &HHV6)-5:" "+ 1" O SHE + SHT 2+"1)(
1-0b&*H+#8'

O/ HSYEIO).;" HT5"1)S:H.IRFH]).I+) 1+) ") 5" /5] 'BHS; " #+-+HYo8&:" +1'H ¥ S *# +'

SHENL H% ASHE'S6) /) $2' + &t 152 #%%" 11758 " B&/I($"1-6'16#%"). " @/1+].;

1"$0"$I'()$)+&" ST -1/ ' HBB5/Ib#-+]).1, H. ¥ & 56! +) 16" -6"#/5'1"$0"$ THYo>-6I'#.*

$'14)$"18"S&" IHI[+&™ F/196)0"$2'+))5), " H/5HSI&I0L.; ) (+3HS Vot " HT5"

VS IREH).V+) I HSV6& [55/). 1) ("5 ] GoHE” A [+ )+ &S

Yot +ILH HHF)(1"0%) 118

?C: . B%&<%.75785288%.7GC2.7:785? %
O.HTTS DM+ ¥ 1- 2" ('S +" +]).'$"<-/$":" +1'/1'&)3."].'+&" ()55)3/.; +#75"18 '

E)H%>,(,%.)(-(13- %.)KLI*)+)-( %
8J*(0%;+)*l/, %

JMLN, (13- % )0-(13-%.LN)' %

D"5"0#.+'$"%6)$*1' -1+ 7S+, )$'1"0". 2" #$I8'M):6#.2') (/%" $! #$"
$'<-/$"5+)'$"6) S+ +"$.#5'%). +$)5I'H#.*'6$) %" -$" ') $' (/. #.%/#5'
$"6)SH ) SIHS S </S ) T & A" H5'%).+$)5'
=HSTH. "G @5"2'9%+ 1+$-06+-$" 18 T-1/. I IHG S <-/$"++)"™ 1-$"": 65) 2" '6$"1"$0™
LOSHH)., T)+&"5 "% +$) /%M X 6HE"S THI"* '+&H+'3)-5¥T"$"5" 0. +'+)'
+&" (1. #.%/#5'$"6)$+/.;'6$) %" I"I8"EL"#.XU)$ 1#/5'1" +" %) (-6'+) (/0"
2"#$1()$'.).  Pb):65/4.%"8
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BACKING UP THE ARCHIVE
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Moving Forward With Archiving

JUSTIFYING ARCHIVING TO MANAGEMENT
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¥ Archiving is akin to life insurance
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Choosing the Right Archiving Solution
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Storage reduction / storage
management
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Knowledge management / email

Being more prepared for legal
data mining )

discovery

B Requirements

¥ Solution A

Reducing IT administrative
involvement, thereby freeing IT
staff for other tasks

Being more prepared for
/ litigation support other than for
legal discovery

Email productivity gains from
users not having to perform
email inbox management

“Being able to satisfy regulatory
requirements more effectively
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