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Overview

The last months of 2011 saw an increase in freerchandise scams on Facebook. This trend
report includes a study of Facebook attacks in 2011 revealing that many rely solelyi@n soc
engineering while most ultimately lead victims ti@udulentaffiliate marketing/survey sites.

In the fourth quarter of 2011 email attached malware levels dropped significantly from the
billions of messages observed in QBhese were replaced withumerous outbreaks of emails
with malicious links.Most of these links led to compromised websites that were used to host
malware scripts.Spam levels increased marginally in Decentlngr remained at a three year
low.

Facebook security Ea 2011 retrospective

Facebook continued to grow in 2011, adding over 200 million more users to reach over 800
million. The growth and enormous user base continues to make Facebook an attractive target
for attacks from malware distributors, scammers and plain old jdkeisng to spread chain
messages. Facebook attacks can generally be broken into three parts:

1) The social engineering Ethis is the false information provided in the post or invite that
inspires action by a Facebook user. It could be a free gift card affire promise of a
girlsin-bikinis video.

2) Further spread Eonce the initial user has been hookettie attack needs to spread. This

gg sgs_jjw _aamknjggfcb wugrf u_jj nmgrg ufgaf _p
friends then follow the linksfurther perpetuating the attack An important part of the
Facebook ecosystefand often used to spread attackg)g r f ¢ €Jgi cE ~srr ml, Uf c

likes a link or a post, all of their friends see the like on their own news feeds. Liking a
page (company, singer, cybercriminal) gives that page the right to post updates to the
useg wall.

3) The attack goal EWhoeverinitiated the attack had some ultimate purpog&st might
simply be to deface as many user profiles as possible with pornography and violent
images. More often the aim is to lead users to affiliate marketing pages which earn the
attackers revenue.

Fromthe attacks reported i2011, 70 have been analyzed to determine the distribution within
the three partsdescribed above

Social engineering

What interests Facebook users most? What will get them to take the next(sliek like,
follow a link, add an appbhat suits the cybercriminals. The topics of interest can basically be
divided into four categories:

shared a link.

Get a Costco Gift Card for FREE! (limited time only)

bit.ly

Post with free gi
card scar

irrently giving away $1,000.00 gift cards to all

serst! http://bit.ly,

¢J] Like * Comment * Share * 12 minutes ago

Source: Commtou
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1) Free stuffEin 2011 scammers offered loads of free itemasging from headphones to gift
cards to unreleased Facebook phones.

facebook

Event publicizir
free Faceboc

phone scar The first 1,000 participants Will Get An facebook Phone for

. Free
Share - Public Event

facebo facsbook

Time Sunday, August 28 at 11:30pm - September 27 at 11:00pm
Source: Commtou

2) Celebrity or current news scoos These usually include sensational headlines and
promise some unreleased videgdip or photo. A exampleis the death of Osama Bin
Laden which was quickly followed by numerous posts inviting users to view an actual
bc rf tgbcm, Rfc bc _rf md Qrctc Hm g _jgm rpgeec

Search Q _

Eventollowing the  App| E 1S NOW HANDING OUT FREE IPHONE BECUAUSE STEVE

death of Steve Jo  y4pg pyED. MUST SEE
with free iPhon 5 =
Share - Public Event

scan

Time Friday, October 7 * 2:00am - 5:00am

Created By 1Pad Sellerz Source: Commtou
3) Qmkcr f gl e €& wnkThede cauld beramy trapic ar Bstonishing event that is not
acjc pgrw pcj _rch, eEgpj g gl "giglggE* é_ dsl |l w
was beaten by g g d Eall presented with a call to action. Users must follow a link, or
click on Like to see a shocking/amazing video or photdforward a chain message to let
other usersknowRf ¢ Qn _| ggf gl rfc c¥ymkinjef ~cjmunmel_d4qB] _r

likes Mira lo que ocurre and Mira lo que ocurre on :).

"‘? Mira lo que ocurre

Post tempts users wi =N
éej mmi uf '
lcvrE _IDb

o>

&) Share - 4 hours ago _

4) Musthave Facebook functionaliBthe most popular of these (repeated in many attacks)
is the mythical app that allows users to see who has been viewing their profitee post
shown below invites users to install an app that tells them the breakdowogfandgirl
views of their profile.
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AMAZING! My FB wall has been visited 2022 times.
Boy views: 425,
Gitl views: 1597,

Post promising app th
reveals who has bee
viewing a user profil

Check yours @: http:/fapps.facebook.com/vic SR

6 hours ago via Sky is the limit * Mark as Spam

Source: Commtou

In 2011 the social engineering themes were sprdaidly evenly between the four types
bcqapg ¢cb _ " mtc, Md rfc _rr _aiqgqg _ I _jwxchb* 14# -
a_r cebfreegwr, sdkE rfckcb ga_kg &04#'° ucpc kmpc amkkml g

(@)

Facebook attacks: So
engineering used 1
convince users to tal
actior

Spreading the attack _

One of the benefits of Facebook is the inherent trust of a network of friends. This trust also
benefits cybercriminals who can use one Facebook user as a starting point to reaich out

multiple friends in order toresure the spread of an attacldere to, there are several common
methods used:

1) Tricking users into sharing this is pure social
engineeringEusers are aware that they are liking or
sharing a page, but are probably doing so under false
pretenses. Users fall for scams promising free gift
cards in exchange for a like or share.

Alternatively they may post a hoax Free gift card sca

that they believe to be true waning  requires that usel

other users about a (nonexistent) virus Willingly click ol

or telling them the sad tale of a el gl ck

(nonexistent) abused child. In the

Costco scam shown below users must first click on

egqgf pcE _I b rfcl mi €jgicE rm ecr rfcgp édpcc ¢
a_pbeE,

Source: Commtou
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