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Overview 
The last months of 2011 saw an increase in free-merchandise scams on Facebook.  This trend 
report includes a study of Facebook attacks in 2011 revealing that many rely solely on social 
engineering while most ultimately lead victims to fraudulent affiliate marketing/survey sites.   

In the fourth quarter of 2011 email attached malware levels dropped significantly from the 
billions of messages observed in Q3.  These were replaced with numerous outbreaks of emails 
with malicious links.  Most of these links led to compromised websites that were used to host 
malware scripts.  Spam levels increased marginally in December but remained at a three year 
low.   

Facebook security Ē a 2011 retrospective 
Facebook continued to grow in 2011, adding over 200 million more users to reach over 800 
million.  The growth and enormous user base continues to make Facebook an attractive target 
for attacks from malware distributors, scammers and plain old jokers looking to spread chain 
messages.  Facebook attacks can generally be broken into three parts: 

1) The social engineering Ē this is the false information provided in the post or invite that 
inspires action by a Facebook user.  It could be a free gift card offer or the promise of a 
girls-in-bikinis video.   

2) Further spread Ē once the initial user has been hooked, the attack needs to spread.  This 
gq sqs_jjw _aamknjgqfcb ugrf u_jj nmqrq ufgaf _pc qccl `w rfc tgargkĕq dpgclbq,  Rfcqc 
friends then follow the links, further perpetuating the attack.  An important part of the 
Facebook ecosystem (and often used to spread attacks) gq rfc ėJgicĘ `srrml,  Ufcl _ sqcp 
likes a link or a post, all of their friends see the like on their own news feeds.  Liking a 
page (company, singer, cybercriminal) gives that page the right to post updates to the 
userĕq wall.   

3) The attack goal Ē Whoever initiated the attack had some ultimate purpose Ē it might 
simply be to deface as many user profiles as possible with pornography and violent 
images.  More often the aim is to lead users to affiliate marketing pages which earn the 
attackers revenue.   

From the attacks reported in 2011, 70 have been analyzed to determine the distribution within 
the three parts described above.  

Social engineering 

What interests Facebook users most? What will get them to take the next step (click like, 
follow a link, add an app) that suits the cybercriminals.  The topics of interest can basically be 
divided into four categories: 

 

Post with free gift 
card scam 

Source: Commtouch 
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1) Free stuff Ē in 2011 scammers offered loads of free items ranging from headphones to gift 
cards to unreleased Facebook phones.   

 

2) Celebrity or current news scoops Ē These usually include sensational headlines and 
promise some unreleased video clip or photo.  An example is the death of Osama Bin 
Laden which was quickly followed by numerous posts inviting users to view an actual 
bc_rf tgbcm,  Rfc bc_rf md Qrctc Hm`q _jqm rpgeecpcb _ u_tc _ ėdpcc gN_b-gNfmlcĘ qa_kq,   

 

3) Qmkcrfgle ėwms f_tc rm qccĘ Ē These could be any tragic or astonishing event that is not 
acjc`pgrw pcj_rcb,  ėEgpjq gl `giglgqĘ* ė_ dsllw nfmrm md wmsĘ* ė_ rp_ega qrmpw md _ `mw ufm 
was beaten by hgq d_rfcpĘ Ē all presented with a call to action. Users must follow a link, or 
click on Like to see a shocking/amazing video or photo, or forward a chain message to let 
other users know.  Rfc Qn_lgqf gl rfc cv_knjc `cjmu rp_lqj_rcq rm ėJmmi uf_r f_nnclqĘ.   

 

4) Must-have Facebook functionality Ē the most popular of these (repeated in many attacks) 
is the mythical app that allows users to see who has been viewing their profile.  The post 
shown below invites users to install an app that tells them the breakdown of boy and girl 
views of their profile.   

Source: Commtouch 

Post tempts users with 
ėjmmi uf_r f_nnclq 

lcvrĘ _lb jgli rm tgbcm 

Event following the 
death of Steve Jobs 

with free iPhone 
scam 

Event publicizing 
free Facebook 

phone scam 

Source: Commtouch 

Source: Commtouch 



 

Page 4 

www.imailserver.com  www.commtouch.com 

 

January 2012 Internet Threats Trend Report 

 

In 2011 the social engineering themes were spread fairly evenly between the four types 
bcqapg`cb _`mtc,  Md rfc _rr_aiq _l_jwxcb* 14# `cjmlecb gl rfc ėwms f_tc rm qcc rfgqĘ 
a_rcempw,  ėFree qrsddĘ rfckcb qa_kq &04#' ucpc kmpc amkkml gl rfc qcamlb f_jd md 0.//,   

 

Spreading the attack  

One of the benefits of Facebook is the inherent trust of a network of friends.  This trust also 
benefits cybercriminals who can use one Facebook user as a starting point to reach out to 
multiple friends in order to ensure the spread of an attack.  Here to, there are several common 
methods used: 

1) Tricking users into sharing Ē this is pure social 
engineering Ē users are aware that they are liking or 
sharing a page, but are probably doing so under false 
pretenses.  Users fall for scams promising free gift 
cards in exchange for a like or share.  
Alternatively they may post a hoax 
that they believe to be true warning 
other users about a (nonexistent) virus 
or telling them the sad tale of a 
(nonexistent) abused child.  In the 
Costco scam shown below users must first click on 
ėqf_pcĘ _lb rfcl ml ėjgicĘ rm ecr rfcgp ėdpcc egdr 
a_pbĘ,   
 

  

Source: Commtouch 

Free gift card scam 
requires that users 

willingly click on 
ėjgicĘ _lb ėqf_pcĘ 

Facebook attacks: Social 
engineering used to 

convince users to take 
action 

Source: Commtouch 

Post promising app that 
reveals who has been 
viewing a user profile  

Source: Commtouch 




























